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Why smart transportation is a game changer for Africa
®
Smart cities may seem like a futuristic concept, but their benefits are rapidly becoming evident around the world. Africa is

no exception, with many of the approaches and technologies which combine to form a smart city being applied from Cape
Town through to Cairo.
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Studies suggest that the Middle East and Africa (MENA) ICT sector is gearing up for heavy digital growth over the next few
years. For example, a recent Frost & Sullivan report shows that four billion networked devices are expected to be in place in
the MENA region by 2020.

In other words, the region is taking its place in a technology-driven future, with the internet of things (loT), analytics,
personal mobile devices and ubiquitous connectivity changing how people live.

Singling out loT

Let's single out |oT for the transformational technology that it is.

There are multiple potential applications of 10T which can shape the future of African cities, but one aspect of city life
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common to just about every smart city vision is transport (smart city projects typically revolve around transport and mobility,
security, environment/social sustainability and public services).
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Transport in its various forms has a major impact on the day-to-day lives of the residents of every city: it affects everything
from logistics, to personal happiness, to the environment.

When transport works well, cities work well — and the opposite is also true. When there are traffic jams, frequent

accidents, broken traffic signals and endless congestion, the very economy of the city is strangled.

How can loT make a difference? By collecting real-time information about traffic movements from across the complete
spectrum of transport modes (cars, trains, buses), combining that with information from roads and robots and other traffic
signals, then applying analytics to that data, it becomes possible to take informed actions in real time to optimise fransport.
There’s more. As driverless technology matures, an loT environment equips these vehicles for more consistent
performance; the more devices, vehicles, assets and even people connected to the 10T network, the more potential exists
for the creation of data for analysis and insight.

Such innovations can only contribute to citizens’ overall happiness, making their everyday lives simpler and more
convenient.

Security at the forefront

But the convenience of smart cities depends on appropriate data security and the protection of the privacy of citizens.
Security must, therefore, be at the forefront of design if smart cities are to flourish and bring on long-term happiness.

Consumers must trust that their personal data is protected across all the connected devices.

The smart city is, in effect, an ecosystem. In this ecosystem, all partners — governments, enterprises, software providers,
device manufacturers, energy providers, and network service providers — must do their part and integrate solutions that
abide by four core security objectives:

e Availability: Without actionable, real-time, and reliable access to data, the smart city can’t thrive. How data is
collected, distilled and shared is critical, and security solutions must avoid negative effects on availability.

¢ Integrity: Smart cities depend on reliable and accurate data. Measures must be taken to ensure that data is accurate
and free from manipulation.

¢ Confidentiality: Some of the data collected, stored and analysed will include sensitive details about consumers
themselves. Steps must be taken to prevent unauthorized disclosure of sensitive information.

¢ Accountability: Users of a system must be responsible for their actions. Their interactions with sensitive systems
should be logged and associated with a specific user. These logs should be difficult to forge and have strong integrity
protection.

Reducing risk through the internet of things
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To achieve these security core objectives, strong authentication and ID management solutions must be integrated into the
ecosystem to ensure that data is shared only with authorised parties. The solutions must also protect any connected
backend systems from intrusion and hacking.

We envision smart cities where all the resources and services are integrated seamlessly into daily life for maximum
efficiency, while protecting people and information.

To ensure this vision becomes reality, we make sure data security is not an afterthought in the planning of smart cities but a
key element that allows smart services to make people’s lives easier and happier through trustworthy, secure technology.
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